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Un reférentiel global d’entreprise

Governance of Enterprise IT

IT Governance

Management

Control

Evolution of scope

Audit

1996 1998 2000 2005/7 2012
Source : ISACA

Présentation COBIT5 - Pierre Calvanése Janvier 2013



COBl'le Les APPENDIX

E > Mapping COBIT5 entre les principaux standards et référentiels

Evaluate, Direct and Moniior

Align, Plan and Organise

... Build, Acquire and Impiemen

ITIL V3 2011 and IS0/IEC 20000

Monitor, Evaluate
Deliver, Service and Support and Assess
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4, Comprendre le modele COBIT5

Métriques
Métier
d’Entreprise

Objectifs
d’Entreprise

Processus de Objectifs des Métriques des
Gouvernance et de

gestion SI

Objectifs S
d’Entreprise

Processus Processus

Métriques Sl RACI des Pratiques de

Livrables des
d’Entreprise Pratiques Gouvernance et de pratiques

gestion SI

Mapping avec Mapping avec ITIL,
o COBIT 4.1, VallT, TOGAF, PMBOK,
Responsabilités, RiskIT Prince2, ISO

roles et comités Activités des

Pratiques

Source: COBIT®5, figure 4. © 2012 ISACA® All rights reserved.
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(OBlle 4. Nouveaux principes GEIT

Les principes de COBIT 5

1. Répondre

aux besoins
des parties
prenantes

5. Séparer
gouvernance
et

2. Couvrir
intégralement
I’entreprise

management

Principes de
COBIT 5

3. Constituer
un référentiel
unique et
intégré

4. Favoriser
une approche
globale

Source: COBIT®5, figure 2. © 2012 ISACA® All rights reserved.
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|
Business Needs

Governance

Evaluate

Direct Management Feedback

Management

Monitor
(MER)

4. Culture, Ethics
and Behaviour

3. Organisational
Structures

*

1. Principles, Policies and Frameworks

2. Processes

6. Services,
Infrastructure

7. People,
Skills and
Competencies

5. Information

and Applications

Resources

Détail des principes

Stakeholder
Needs

Governance Objective: Value Creation

Benefits Risk Resource
Realisal Optimisation Optimisation

1. Répondre

aux besoins
des parties
prenantes

5. Séparer
gouvernance
et
management

2. Couvrir
intégralement
I’entreprise

Governance Objective: Value Creation
Benefits Risk Resource
Realisation Optimisation Optimisation

Governance
Enablers

Roles, Activities and Relationships

Principes de
COBIT 5

3. Constituer
un référentiel
unique et
intégré

4. Favoriser
une approche
globale

fguidance and contents

chure for future contents

Cantent Filter for
Knowledpe Base

COBIT 5 Product Family
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Gouvernance et Management

La gouvernance s'assure que les besoins, les conditions et les options des parties
prenantes sont évalués afin de déterminer des objectifs a atteindre équilibrés et
sur lesquels I'entreprise est d'accord. Elle donne le cap en fixant les priorités et en
prenant les décisions. Elle surveille la performance et la conformité par rapport
aux orientations et aux objectifs convenus.

Le management planifie, réalise, fait fonctionner et surveille les activités pour
les aligner sur les orientations fixées par 'organe de gouvernance afin d’atteindre
les objectifs de I'entreprise.
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COBlle
5. Séparer gouvernance et management

COBIT 5 ne se veut pas normatif mais préconise que les organisations
mettent en ceuvre des processus de gouvernance et de management de
facon a couvrir les domaines clés comme indiqué.

7 DOMAINES, 37 PROCESSUS, 208 PRATIQUES

|
Business Needs ;D]\j]
I —
-
Governance * 3 DOMAINES, 5 PROCESSUS, 15 PRATIQUES ]
Evaluate
Management Feedback
b A
e 4 AN
Management 4 DOMAINES, 32 PROCESSUS, 193 PRATIQUES SDE \
EBERIVI
Bulld
(BAI)
- vy
Source : ISACA
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“2® 4. Nouveau modele de référence Processus

Processes for Governance of Enterprise IT
Evaluate, Direct and Monitor

EDMO1 Ensure
Governance EDMO2 Ensure EDMO3 Ensure EDMO4 Ensura EDMOS Ensure

Resource Stakeholder
Framewaork Setting Benefits Delivery Risk Optimisation
and Maintenance Optimisation Transparency

Align, Plan and Organise Monitor, Evaluate
and Assess
APOO1 Manage

AP003 Manage
the IT Management APOO2 Manage Entterprise AP004 Manage APOO5 Manage AP0O06 Manage AP007 Manage

Framework Strategy Architecture Innovation Partfolio Budget and Costs Human Resources

MEAO1 Monitor,
Evaluate and Assess
Performance and
Conformance

APOD8 Manage APO2S Manage APO10 Manage APO11 Manage APO12Manage [|  APO13Manage

Relationships Agreements Suppliers Quality Risk Security

Build, Acquire and Implement

BAI03 Manage BAIDS Manage BAIOT Manage
BAIO1 Manage BAIOZ Manage BAIO4 Manage
Pragrammes and Requirements Solutions Availability Organisational BAIO& Manage Change

Projects Definition Id:ﬂgﬂBc&tlgm and Capacity Change Changes Acceptance and MEAD2 Monitor,

Enablement Transitioning Evaluate and Assess

the System of Internal
Control

BAIOS Manage BAIDS Manage BAIO1 0 Manage
Knowledge Assets Configuration

Deliver, Service and Support

MEAD3 Monitar,
Evaluate and Assess
DSS01 Manage DSS02 Manage DSS03 Manage DSS04 Manage DSS05 Manage DSS06 Manage Compliancs With
Dperations Service Requests Problems Continuity Security Business i
and Incidents Services Process Controls External Requirements

Processes for Management of Enterprise IT

Source: COBIT®5, figure 16. © 2012 ISACA® All rights reserved.

Présentation COBIT5 - Pierre Calvanése Janvier 2013



COBIl'lg

AN ISACA®

FRAMEWORK

4. Nouveau modele de référence 37 Processus, 208 Pratiques

Les Processus de Gouvernance SI
Evaluer, Diriger, et Monitorer (EDM) 5 Processus, 15 Pratiques
EDM1 Etablir et

maintenir le cadre
de Gouvernance

EDM2 Assurer
I'optimisation de
la Valeur

EDM3 Assurer
I'optimisation
du Risque

Les Processus de Management SI

Aligner, planifier et organiser (APO) 13 Processus, 70 Pratiques

APO01 Définir
le cadre de
Gestion IT

APO02
Définir la
Stratégie

APOO03 Gérer
I'Architecture
d’Entreprise

APO04 Gérer
I'Innovation

APOO05 Gérer
le Portefeuille

APO09 Gérer
les accords de
Services

APOO08 Gérer
les Relations

APO10 Gérer
les fournisseurs

APO11 Gérer
la Qualité

APO12 Gérer
les Risques

Batir, acquérir et implémenter (BAI) 10 Processus, 57 Pratiques
BAI01 Gérer les

Programmes et
les Projets

BAIO03 Identifier
et construire les
solutions

BAI04 Gérer
la disponibilité
etla capacité

BAIO5 Gérerle
changement
organisationnel

BAI02 Définir

. les
les Exigences

BAI08 Gérer
la
connaissance

BAI10 Gérer
les
configurations

BAI09 Gérer
les actifs

Délivrer, servir et supporter (DSS) 6 Processus, 49 Pratiques

DSS02 Gérer les
requétes de services
etincidents

DSS05 Gérer
la sécurité des
services

DSS01 Gérer
les opérations

DSS03 Gérer
les problémes

DSS04 Gérer
la Continuité

@ VALIT

@ RISKIT @ Nouveaux Processus

EDM4 Assurer

des Ressources

APO06 Gérer
le budget et
les colts

APO13 Gérer

BAI06 Gérer

changements

EDMS5 Assurer la
Transparence pour
les Parties prenantes

I'optimisation

Monitorer, évaluer
et apprécier (MEA)
3 Processus, 17
Pratiques

APOO07 Gérer
les Ressources
Humaines

MEAO1 Surveiller,

évaluer et estimer

la Performance et
la Conformité

la Sécurité

BAIO7 Accepter et
mettre en ceuvre

les changements MEA02 Surveiller,

évaluer et estimer
le systéme de
Controle Interne

MEAO3 Surveiller,
évaluer et estimer la
conformité avec les
exigences externes

DSS06 Gérer les
controles des
Processus Métiers
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Détail des 37 Processus du référentiel

Un Processus

‘ez Govermanca
EDMO1 Ensoro Governance Framawork Satig and Maintanance Domain: Evaista, Diruct 04 Moritor
Process Descriphon
o princies,
st y
Process Pupese Sutement
. ensur tat Togaland
and the govemance
T relted Goal
0f Agrment of T an busiess taegy. = Pefcert of enerpris stategc pras and reuiements supported by T
statege: goos
= Level f siakehider satistacion withscipe ofthe planned portio o
progranimes and snvces
» Bercentf I vae crvers mapped o busines vl dvers
accounabites o T decsions ) )
= Numberof fmes T s on the board agenda in  proacive manner
= Fequecy f T saiegy (execuivel comtee mestings
= Foke o mecubon of sxcoutive 1okt desisions
07 Delvery of T servies n Numberof
ayreton senvee evls
quaty of T servisedelhery
Process Goal
T Statege o At
rough suvers)
reqiremerts
wrberl o atare defned,
assgned and accepied by approprale business and T managertent
= egyes by which syeel-on govemance priocpesfor T e evicknced
i piccesses ant practoes pecetage of rocesses and practces
with dear traceaiiy o pincies)
« Mumbr ofntances of on-compliance with tfcal and professional
3 Assrance s ianed s quency o emanceof T
cperatng eiectvey. = Frequncy f govemance of T reporing b the e commtes
an
« Nmberof govemance of T sstes epoted

Les Input/out et Activités

EDMO1 Process Practices, Inputs/Ouiputs and Ac

*Description du Processus —— — -
'DéCIaration de |a finalité dU Processus E??mﬂ;mqmmenthm?mpﬁws ME@:::‘:)I: "unmmunicaj:;nsof Ent:rpriseqo;:mmne AIIEDNID
*Les buts de 1T et ses metriques S —
7g o0 trends APDO.H
*Les buts du Processus et ses métriques e L L N
making model o
= Constitufion/bylaws’
stafites of organisation

it

1. Analyse and identify the i

mal and extemal environmental factors (legal, reguiatary and confractual obligations) and trends in the business
n.

that may nce desig

2. Determine the significance of IT and its role with respect to the business

3. Consider extemnal regulations, laws and contractual obligations and determine how they should be applied within the governance of enterprise IT.

4. Align the efhical use and processing of information and its impact on society, natural environment, and intemal and extemal stakeholder interests with
the enterprise’s direction, goals and objeciives.

E. Determing fhe implicaions of the overall enterprise control environment with regard to IT.

B. Arficutate principles that will guide the desin of govemance and decision making of IT.

7. Understand the enterprise s decision-making cutture and deferming the optimal decision-making madel for IT.

B. Determine fhe appropriate levels of autharity delegation, including threshold rules, for IT decisions.

ractice Inputs Dutputs
EDM .02 Direct the ystem. From iptil ipti To
Inform leaders and obiain their suppart, buy-in and - -
commitment. Guide the struchures, processes and Enterprise ]Ei':“‘m”e :ggg:’m
practices for the govemance of IT in fine with agreed-on -
povemance design principles, decision-making models Reward system approach | APDO7.03
and autharity levels. Define the information required for APOOT.04
informed decision making
ey
l | n RA‘ | 1.G povernance of IT principles and agree with execufive on the way to establish informed and committed leadership.
2. Estabiish or delegate the i af ‘structures, processes and practices in fine with agreed-on design principles
£ 3. Mipcate authority and ity in ling with agreed-on design principles, decision-making modeds and delegation.
E 4. Ensure that and reporting provide fose for oversight and decisi king with iate i i
= H E. Direct that staff follow relevant guidelines for ethical and professional behaviour and ensure that consequences of non-compliance are known
£ g & £ &ls and enforced.
s g2 E
5= E‘ E L E g ‘é' £ = = ] E 6. Direct the establishment of a reward system fo promote desirable cuftural change.
4 o =1 =
HHE gzézga‘;‘sés HEHHHAHE
HHHEHHEHEEH EHR N R HEHHE
g E El= =
55355=E“§EE§§E§ Eﬁﬁgii‘ggé p Lo i :
HE 2 (E|E|=|8|5|E HEE BIE|E
ppmevengl |11 HHEIHHEEBEHESEEHHHHHHHE IeNnsS avec IES aulres reierentels
EDMO1.01
5?&';&2'%” AlR|C|C|R R c c clcfefrjcjcjc Related Standard Detailed Reference
EDMO1.02 R clelal i el T TG tetelele LT T Committee of Sponsoring Organizations
Direct the governance system - - of the Treadway Commission (COS0)
EDM(1.03 cle C
Menitar the govemance system. AR|CICIR| T R || E{C)C]R|C{E]I]I] T I]T]T ISO/EC 38500
King I  5.1. The board should be responsible for information technology (IT) governance.

* 5.3. The board should delegate to management the responsibility for the implementation of an
IT govemnance framework.

Organisation for Economic Co-operation Corporate Governance Principles

and Development (OECD)
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COBIT®5

/COBIT 5 Enabler Guides A
COBIT® 5: e L

[ i &=

\ 7%

ﬂ}DBIT 5 Professional Guides \

COBIT= 5
COBIT® 5 COBM®= 5 Other Professional
| COBIT= 5 Implementation for Information for ASSUrance for Risk Cuid
\ p— 4

COBIT5 Online Collaborative Environment

>Les publications

3. Mise en ceuvre de COBIT5

Implementation

COBITe




COBlle Implementation

L’approche du Cycle de Vie en 7 phases

® Programme management
(outer ring)

# Cha nge ena hlement
(middle ring)

e Continual improvement life cycle
(inner ring)

[ ﬁﬂll—j
4 "I1-'|'.a:l‘ nEE:t’; 1.':.' r:l:: d:h W
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COBIT 5

Une famille de produits

COBIT® 5 Product Family

COBIT® 5

COBIT 5 Enabler Guides

COBIT" 5: Enabling
Processes

COBIT® 5: Enabling
Information

Other Enabler
Guides

COBIT 5 Professional Gu

COBIT® 5 Implementation

ides

COBIT 5 for COBIT® 5 for

Assurance

Information

Security R

COBIT® 5 for

Other Professional
Guides

-

COBIT 5 Online Collaborative Environment

Présentation COBIT5 - Pierre Calvanése
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»»»»»» 4. Buts et métriques

COBIT 5 suit le méme concept d'objectifs et de métriques que COBIT 4.1, Val IT et
Risk IT, mais sont renommeés objectifs d’entreprise, objectifs IT et objectifs de
processus reflétant ainsi les différents niveaux de vue de l'entreprise.

COBIT 5 propose des objectifs en cascade basés sur les objectifs d’entreprise
conduisant aux objectifs IT et supportés par des processus critiques.

COBIT 5 fournit aussi des exemples d’objectifs et de métriques au niveau des
pratiques de 'entreprise, des processus et du management. Ceci est un
changement au regard de COBIT4.1, Val IT et Risk qui proposait cette démarche
un niveau en dessous.
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Principe 1 : L'approche BSC et objectifs

Relation to Governance Objectives
Benofits Rizk Resourca
BSC Dimension Enterprise Goal Realisation | Optimisation | Optimisation
Financial 1. Stakeholder value of business investments P 5
2_ Portiolio of competitive products and services P P 5
3. Manzged business risk {safeguarding of assets) P 5
4 Compliance with extemal laws: and regulations P
5. Financial transparency P ]
Customer 6. Customer-oriented senvice culture P 5
7. Business sanvice continuity and availability P
9. Information-based strateqic decision making IT BSC Di 7 ion and Related Technology Goal
10. DpSmisation of senice deivery costs Financial 01 | Alignment of IT and business strategy
Intemal 11. OpSmisation of business process functionality 02 | IT compliance and support for business compliance with extemal laws and raquiztions
12. Optimisation of business process costs 03 | Commitment of executive management for making M-rekated decisions
13. Managed business change programmes 04 | Managed IT-related business risk
14. Opersiionsl and staif productivity 05 | Realised benefits from MT-enabled investments and senvices portfolio
15. Compliance with imtemal policies 06 | Transparency of IT costs, benedits and risk
Leamning and Growth | 16. Skilled and motivated people Customer 07 | Delivery of IT services in line with business requirements
17. Product and business innovation culture 08 | Adequate use of applications, information and technology sclufions
Intemal 09 | T agility

10 | Security of informiation, processing infrastructure and applications
11 | Optimisation of IT assels, resources and capabiliGes

12 | Enablement and support of business processes by integrating applications and technology info business processes
13 | Delvery of programmes delfvening benefiis, on ime, on budget, and meeting requirements and quality standards

14 | Availability of reliable and vseful information for decision making

15 | IT compliance with imtemal policies

Leaming and Growth | 16 | Competent and motivated business and [T personnel

17 | Knowledpe, expertise and initiatives for business innovation
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